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Listening to the Webinar

 The audio for today’s webinar is being broadcast through
your computer. Please make sure your speakers are turned
on or your headphones are plugged in.

 You can control the audio broadcast via the audio
broadcast panel

* If you accidentally close the panel, you can re-open by
going to the Communicate menu (at the top of the screen)
and choosing Join Audio Broadcast

Audio Broadcast »

24,7 Kbps
im B ]
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Listening to the Webinar, contiued

1-650-479-3207
If you do not have T .
sound capabilities on (Toll-Free Number)
your computer or Meeting Code:
prefer to listen by 661034 597
phone, dial: Note: You do not need to
enter an attendee ID.




Captioning

Real-time captioning is provided during this webinar.

The captions can be found in Media Viewer panel, which
appears in the lower-right corner of the webinar platform.

If you do not see the captions, you may need to open the
Media Viewer panel by selecting the Media Viewer button
in the upper right corner of the webinar platform.

If you want to make the Media Viewer panel larger, you
can minimize other panels like Chat, Q&A, and/or
Participants.
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Submitting Questions

For Q&A: Please use the chat box or Q&A box to send any
qguestions you have during the webinar to Michael Roush or
Nakia Matthews and we will direct the questions
accordingly during the Q&A portion.

* If you are listening by phone and not logged in to the webinar,
you may also ask questions by emailing questions to
mroush@ndi-inc.org.

Please note: This webinar is being recorded and the materials will be
placed on the National Disability Institute website at
www.realeconomicimpact.org



mailto:mroush@ndi-inc.org
http://www.realeconomicimpact.org

Technical Assistance

* |f you experience any technical difficulties
during the webinar, please use the chat box to
send a message to the host Nakia Matthews,
or you may also email nmatthews@ndi-inc.org.



mailto:nmatthews@ndi-inc.org

National Disability Institute

The mission of National Disability Institute is to
drive social impact to build a better economic
future for people with disabilities and their
families.

NDI
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NDI’s Real Economic Impact Network

* An alliance of organizations & individuals dedicated to advancing the
economic empowerment of people with disabilities.

* Consists of more than 4,500 members located throughout the United
States.

* Includes non-profits, community tax coalitions, asset development
organizations, financial education initiatives, corporations & private-
sector businesses, federal/state/local governments & agencies, and
individuals & families with disabilities.

* All partners join forces to embrace, promote & pursue access to &
inclusion of people with disabilities in the economic mainstream.

Learn more about the REI Network at
www.realeconomicimpact.org/REI-Network.aspx
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Recovering from identity theft is easier with a plan.

Cindy Liebes
National Disability Institute
2/10/16



Overview

e What is identity theft?

e What is tax identity theft?

— How does tax identity theft happen?
— How to reduce your chance of being a victim

— What to do if you're a victim

e |RS Imposter Scams




Definition of Identity Theft

* |dentity theft is the misuse of another’s personal information to:
— fraudulently obtain
e goods or services
* ajob
* medical treatment, medications, or equipment

e government services or benefits

— hide from government, law enforcement, or others who
perform background checks




Definition of Identity Theft
e |dentity theft is the misuse of another’s
personal information to:

—fraudulently obtain goods or services

OR

— hide from government, law
enforcement, or others who perform
background checks




17.6 million

ID theft victims in 2014 (7% of US population)*

*
U.S. Dept. of Justice, Bureau of Justice Statistics, Victims of Identity Theft, 2014 (September 2015)



Identity Theft Complaints
on the Rise




Identity Theft ==

500K

400K

300K

200K

100K

290,102

87,206

2013

332,647

109,250

2014 2015
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IDENTITY THEFT
COMPLAINTS

221,854

TAX or WAGE

IDENTITY THEFT
COMPLAINTS

Report & recover from identity theft at
the FTC’s IdentityTheft.gov.




Scope of the Tax Id Theft Problem
FTC statistics:

e 2015:

— 45.3% of all identity theft complaints pertained to taxes or wages

e 2014

— 32.8% of all identity theft complaints pertained to taxes or wages

e 2013:

— 33.9% of all identity theft complaints pertained to taxes or wages

Source: Consumer Sentinel Network Data Book for January — December 2015



How Victims’ Information is Misused

B Gov't Benefits 49%
® Credit Card 16%

W Utilities 10%

M Bank 6%

B Employment 3%

¥ Loan 4%

I Other 20%

Source: Consumer Sentinel Network Data Book for January — December 2015 E



Types of Government Benefits Fraud

e Tax or wage-related fraud 45.3%
e GoV't benefits applied for/received 2.5%
e Other gov’'t docs issued/forged 1.1%
e Driver’s license issued/forged 0.3%
e TOTAL: 49.2%

Source: Consumer Sentinel Network Data Book for January — December 2014 q



Imposter Scams — FTC Stats

e CY-2013 2,185
e CY-2014 52,138
e CY-2015 95,927

e Almost 50x as many as two years ago




Examples of Misuse Impact on Victims

* Open credit card accounts * Denial of credit/loans
e Open utility accounts * Denial of public benefits
* Apply for a tax refund * Denial of medical care

* Denial/loss of
employment

* Getaloan
* Apply for employment

 Harassment by debt
collectors

e Get medical care

%s

* Legal issues/arrest
» Stress/anxiety
e Recovery time/expense

QTR0
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How Does
Tax ldentity Theft
Happen?
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How Does Tax Identity Theft Happen?

e Lost or stolen wallets, Medicare cards,
smartphones

e Theft by family, friends, visitors, advisors
e Dumpster diving

e Stolen mail or tax returns

e |Imposter scams

e Corrupt insiders

e Corrupt tax preparation services




How Does Tax Identity Theft
Happen Online?

e Data breaches
e Phony emails from imposters
e Unsecure Wi-Fi hotspots

e Peer-to-peer file sharing

e Downloading software or apps from unknown
sources




Warnings Signs of Possible
Tax Identity Theft

e Social Security number is lost, stolen, or compromised
e Unusual delay in getting a refund

e |RS notification:
— duplicate tax return filing

— unreported income

— duplicate dependents




How To Lessen
Your Chance of
Being a Victim
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Reducing the Risk of Identity Theft

* Protect what you have
— Minimize personal information in wallets or on smartphones
— Keep personal information secure - locked
e Be careful what you share
— Don’t give info unless you know who’s asking and why
— Don’t click on links sent in unsolicited email
e Monitor
— Review mail and financial statements

— Annualcreditreport.com

e Dispose properly
— Shred




Preparing and Filing Tax Returns

e Who?

— Know your tax preparer
e When?

— Mail tax returns as early in the tax season as possible
e How?

— If mailing, do not put tax returns in outgoing mail; mail tax
returns directly from post office

— If filing electronically, use a secure network

— How you file, store returns securely and shred drafts




Additional Advice for
Individuals with Disabilities

Protect Medicare or Medicaid card number, which
might be SSN

Protect personal information at home like you would
cash or jewelry

Make sure to open and review your mail and email

Ask medical and care facilities about their data
protection policies

Select assistants and other support professionals with
care




What to Do If
You're a Victim
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Reducing the Risk of Identity Theft

* Minimize personal information in purses or wallets, or
on smartphones

* Shred financial documents before disposing

 Don’t give out personal information unless you know
who’s asking for it and why they need it

* Keep personal information secure — at home, at the
office, in your car

e Don’t click on links sent in unsolicited email

 \ -




Reducing the Risk (cont.)

* Monitor accounts and review financial statements
regularly

 Watch mail for statements for accounts or credit cards
that you didn’t open

* Confirm you get the statements you expect in the mail

* Get your free annual credit report at
www.annualcreditreport.com

* Make a copy of everything in your wallet and store it
safely

% -


http://www.annualcreditreport.com/

What to do if
someone stole

your identity?
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Recovering from identity theft
is easier with a plan.
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FEDERAL TRADE COMMISSION

|[dentityTheft .gov

En Espariol

Report identity theft and get a
recovery plan

Get Started =

or browse recovery steps

IdentityTheft.gov can help you report and recover from identity theft.
HERE'S HOW IT WORKS:

Tell us what happened. Get a recovery plan. Put your plan into action.
We'll ask some guestions about your We'll use that Info to create a personal If you create an account, we'll walk you
situation. Tell us as much as you can. recovery plan. through each recovery step, update your

plan as needed, track your progress, and
pre-fill forms and letters for you.

Get started now. Or you can browse a complete list of possible recovery steps .




FEDERAL TRADE COMMISSION En Espafiol

|dentityTheft.gov

Which statement o e 5
best describes want to report identity theft.

your situation?

Someone else filed a tax return using my information.

My information was exposed in a data breach. -)

Someone got my personal information or my wallet, and I'm worried about _)

identity theft.

Something else. -)




FEDERAL TRADE COMMISSION

l|dentityTheft.gov

e

What did the
identity thief
use your

information
for?

Select all that apply

(@ Credit card accounts

O

O

Telephone, mobile, or utility accounts

Debit, checking, or savings accounts

Employment or taxes

Government benefits or IDs

Loans or leases

Other account types (Internet, insurance, securities, medical, etc.)

€ Previous




FEDERAL TRADE COMMISSION

enspano
1 Theft Detalls Your Information e o ey Comments gl
Information Information Complaint

Report I[dentity Theft to the FTC

Next, we are going to ask for specific details. We will use the information you provide
to create your:

Identity Theft Affidavit

&

AFFIDAVIT

Recovery Plan

P -

This will help you fix problems caused by identity theft.

€ Start Over

‘How we handle your
information

It's up to you to determine how
much personal Information you
want to provide. The FTC enters
this Information Into a secure online

‘database that law enforcement

agencles use In thelr Investigations.

Please read our Privacy Policy & to

learn more about how we:

safeguard your personal
Information.
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dentityTheft .gov

En Espafiol

1 Theft Detalls

Your 3

Information

Suspect
Information

Please review your identity theft affidavit.
This is your official statement about what happened to you.

Identity Theft Victim's Complaint and Affidavit

Additonal
Information

Review Your
5 Comments
Complaint

A voluntary form for filing a report with law enforcement, and disputes with credit reporting agencles and creditors about Identity theft-
related problems.

| About You (he victim)

M

(%)

3

(4)

(5)

(6)

€ Previous

My full legal name: Jane Doe
First Middle Last Suffix

My date of birth: 12/10/1973

mm/dd/yyyy
My Social Security Number: - - Fill these items in by hand,

after you print it out.
My driver's license:
My current street address:
123 Main Street Apt 23
Number & Street Name Apartment, Suite, etc.
Mapletown FL 12345 UNITED STATES
City State Postal Code Country
| have lived at this address since:  7/15/2005
mm/dd/yyyy

Mv nrimarv nhone-

Leave (3) blank
until you
provide this
form to
someone with
a legitimate
business need,
like when you
are filing your
report at the
police station
or sending the
form to a credit
reporting
agency to
correct your
credit report.




FEDERAL TRADE COMMISSION En Espaiol

ldentityTheft.gov

Your Report is not submitted yet.

Almost Done! We recommend creating a free account so you can:

* Get a personal recovery plan that tracks your progress
® Print prefilled letters & forms
* Return anytime to update and view your affidavit

* Save time if this ever happens again

Yes, submit and create account =

No thanks, submit without an account

| understand that | will NOT be able to make updates.

Instead, | will recelve a one-time copy of my affidavit and recovery plan.



FEDERAL TRADE COMMISSION HI, Christopher Account [EEESRell:

|dentityTheft.gov

« Your FTC Affidavit

Your Recovery Plan e

_ L o o Your Police Report
You called 14 days ago. Did you get a confirmation letter yet? This is a paper document

Your Identity Theft
Report

This is @ paper document

Hide Completed Items (1)







QUESTIONS?




Join the Movement!
NDI’s Real Economic Impact Network

Sign-up at bit.ly/NDI-sign-me-up

If you have questions on strategies to build the financial
wellness of persons with disabilities, you can send your
question to ask@ndi-inc.org.
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AMERICAN DREAM EMPLOYMENT
NETWORK (ADEN) piren

« Authorized national administrative employment network under the Social
Security Administration Ticket to Work Program

« Administrative duties performed by NDI Ticket experts, employment services
delivered by qualified service providers across the country

 Individuals receiving Social Security disability benefits age 18-64 who want to
join the workforce can participate

 ADEN core services: job support and placement, work incentives counseling,
financial wellness resources, and long-term employment supports.

« Partnerships with champion employers who strive for diverse workforce and
hire individuals with disabilities

ADEN is a division of National Disability Institute

q info@americandreamen.org @844.687-2336

AmericanDreamEN.org


mailto:info@americandreamen.org

Wrap-Up
&
Thank You

NDL
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DISABILITY INSTITUTE

Join us for our next webinar:

Wednesday, March 9, 2016 at 3pm ET

Empowering Prosperity: Integrating Asset
Building in to Human Services

Presenters: Janet Boguslaw and Marjorie
Erickson-Warfield

More information about this webinar will be sent out
the the REI Network list via email in the coming
weeks.

Check out future webinars and archived webinars
(such as today’s recording),
www.realeconomicimpact.org
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Find us at:
www.realeconomicimpact.org

twitter.com/realeconimpact

facebool facebook.com/realeconimpact

Youllll  youtube.com/user/RealEconomicimpact

flickr flickr.com/photos/realeconomicimpact/

(giEsilsikg, ~ realeconomicimpact.tumblr.com
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